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1 Introduction

Currently, many activities are supported by networked electronic devices and
information systems, in the so-called Internet of Things, IoT, or Industrial Internet
of Things IIoT. IoT is a network made up of physical electronic devices, integrated
software, and connectivity, which allows them to connect to exchange data [4]. The
main idea of IoT is to connect millions of devices capable of reacting to stimuli in
their environment [16]. The goal of IoT is to enable devices to monitor their environ-
ment, communicate, and create a better environment for humans [14]. IoT is present
in transportation, smart homes/buildings, public safety, environmental monitoring,
and medicine, as well as in industrial processing, agriculture, and livestock, among
others [10]. In this way, IoT contributes to working more intelligently, establishing
a man-machine and machine-machine relationship.

In this sense, the accelerated growth of IoT devices and the benefits they offer
mean that the usual data storage architectures present great technological, perfor-
mance, and economic challenges. In an IoT network, thousands of transactions from
thousands of devices must be verified for authenticity, causing network bottlenecks
[1, 12].

On the other hand, blockchain technology is being implemented in various
environments more frequently, due to the traceability and immutability of stored
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data. It can be said that blockchain is a decentralized database, organized in
blocks of information, where each connected node stores a copy of the database
[6]. The blocks are connected to form a chain, where the transactions are stored,
recording the moment they occurred, within a network governed by rules agreed
by the participants [8] highlighting its main characteristics such as decentralization,
persistence, anonymity, and auditability [18].

Blockchain technology has often been questioned, due to the massive amount of
information that is recorded and replicated on the network, thus causing the storage
to eventually run out, threatening the stability of the system.

In the words of [7, 13], the storage of data in each blockchain block generates
significant difficulties. If blockchain is used within IIoT devices, these difficulties
can become a bottleneck for scalability, since a network of IIoT devices can generate
a large amount of data in a few minutes or hours; therefore, the requirements of node
storage will grow along with reported negative latency and throughput side effects
[1, 13].

As a result of these problems, an algorithm is proposed to generate and manage
initial states for blockchain. In this way, the blockchain theory and its concepts
and variables are also enriched. On the other hand, companies that implement
this technique will be able to take better advantage of the storage spaces of their
servers, as far as blockchain storage is concerned. Finally, it is important to note
that, as more information is stored, more electrical energy is needed to keep the
equipment running and, in addition, electrical energy to maintain the cooling of the
sites; therefore, by reducing the size of blockchain, these energy costs will decrease
considerably, contributing positively against the ecological footprint.

This article is organized into sections. The following section explains the
main concepts for the reader, in the form of background. Next, we discuss the
methodology with the components required in our architecture. Then, in Sect. 4,
the local architecture for IIoT is presented as a materialization of the proposed
architecture. Finally, Sect. 5 presents our conclusions and future work.

2 Background

Blockchain, IIoT, and initial states are concepts that are worthy of review to grasp
the same context in this paper.

2.1 Blockchain

Blockchain is similar to an accounting ledger, where movements or transactions
are recorded in a list of data. Similarly, all transactions are digitally validated and
signed, by all blockchain nodes. Data is added to each block, including the date and
time the transaction was recorded. In turn, each block is linked to its predecessor,
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Fig. 1 Blockchain conceptual diagram and block anatomy

thanks to a set of reference data or key. The blockchain uses elliptic curve
cryptography (ECC) and a SHA-2 hash scheme to provide strong cryptographic
proof for authentication and data integrity [2]. The main idea of blockchain is to add
blocks of information regardless of a central authority, which controls the system,
with the added value of being a decentralized and encrypted data storage structure
[11].

All system nodes share information and record transactions, applying a con-
sensus algorithm to validate that the data to be stored is correct. Any attempt to
destabilize the system must include simultaneous attacks on at least 50% plus one
of the nodes in the blockchain to affect a single block.

Figure 1 shows the anatomy of a block in the blockchain. At a minimum, each
block on the blockchain is made up of the following components: (1) current block
index, (2) timestamp, (3) previous block hash in the blockchain, (4) current block
hash, and (5) a record of transactions contained in this [9, 15] block.

The first block generated for blockchain is called “Genesis Block” or zero block.
Therefore it is not possible to have a block n + 1 older than block zero. This in turn
contributes to data consistency, since the timestamps of an n block will be greater
than the n — 1 block and less than the n+ 1 block. In this way, blockchain technology
guarantees the integrity, non-repudiation, and security of the data due to the list of
digitally signed transactions.

2.2 Industrial/Internet of Things (IloT/IoT)

IIoT or IoT is one of the nine pillars of Industry 4.0 [5]. IIoT is a network made up
of various devices that can be sensors and actuators managed by microcontrollers
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or household appliances such as a domestic coffee machine or even vehicles and
complex machines. It is called the Internet of Things because these devices form
an inter-network where they can send and receive information. However, very often
these devices send information to the cloud, and, in that case, they do depend on the
Internet.

IoT is a general concept. It can be made up of commonly used household devices.
The “things” used in different industries and business solutions have different
requirements. In this sense, IIoT is a more particular concept, limited to industrial
activity, where specific protocols and proprietary networks known as Operational
Technology or simply OT are used.

As the use of things grows and becomes more and more popular, the term
industrial IoT is created to refer specifically to “things” that are primarily used in
industry; however, today, other sectors such as healthcare, logistics, and commerce
implement IIoT as well.

2.3 Initial State

As discussed above, each blockchain must have a genesis block. This block must
be initialized considering that it has no predecessor and must be replicated in all the
nodes in an identical way, that is, the genesis block must be exactly the same in all
the nodes of the blockchain networks. As more blocks are added to the chain, the
amount of data varies, but it is mandatory that all nodes have the same data stored,
in order to carry out the consensus algorithm at the time of a [3] transaction.

On the other hand, when it comes to deploying in the cloud, allocating storage
space is easier; in general, all hyperscalers have the ability to easily add blocks.
However, what if the blockchain runs locally, on premises, where access to storage
space is limited and restricted by physical media or availability time? This is where
an algorithm to generate and manage initial states becomes relevant, since it can
solve space and availability problems. In this sense, to address this problem in
local environments, it is necessary to have an architecture to execute tests and later
implement in production. The next section discusses the methodology and approach
used to propose a local architecture that fits test and production environments, along
with the main concept of a proposed algorithm to handle initial states.

3 Methodology and Materials

For a better understanding of these ideas, two issues must be addressed. The first
is the construction of an architecture to implement and test the operation of the
blockchain. The second is the algorithm for managing initial states and optimizing
storage for the different blocks generated by IloT devices.
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3.1 Network Architecture

The proposed architecture basically comprises three elements: (1) IIoT devices, (2)
servers to store the control logic and blockchain, and (3) NoSQL database to store
metadata over time. These components must communicate as shown in Fig. 2.

The materials for this architecture are the following:

— IIoT components: Five virtual machines managed by Virtual Box version 6.1
running Raspberry Pi OS version 4.19, each with 2GB memory. These three
virtual machines act as clients. Each client has previously been loaded with
Python 3.10 programs to transmit the telemetry of CPU temperature and two
random numbers in the range [1..100], respectively.

— Three virtual machines with operating system GNU/Linux Ubuntu 20.04, one 1
vCPU each and memory in each server is 4GB (these are referred also as servers).
The file system will host the blockchain files. Here is also hosted the initial
states algorithm. Each of those three virtual machines is acting as independent
blockchain nodes. Each node has the following software:

— Blockchain Manager. Developed in Python 3.10.2 with the responsibility of
constantly reviewing the status of the blockchain in relation to the available
capacity on the server.

— Database MongoDB NoSQL version 5.0.3. MongoDB is a database that stores
data in flexible structures called collections. In the database for the present
experiment, only one collection is generated to store the data, such as the
HASH IDs of the files, date, time, and the IIoT device ID data.

For this experiment, the IIoT device obtains data, either by the processor
temperature or by generating a random number ranging from 1 to 100. This data
is sent to the server. One of the servers is running a service developed in Python

Fig. 2 Materials for this
architecture
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that, through the POST method, receives the data to process it. The received data is
added to the transaction collection. Subsequently, the transactions are stored in the
file system, adding an identification HASH and, in turn, as a reference to a previous
file, forming the block chain. On the other hand, there is a MongoDB database,
in which a backup record of the HASH identifiers of the files is kept, including the
date, time, and identification data of the IIoT device. The data registry service has an
authentication system in the MongoDB database. The application authenticates its
access with the parameters of the connection string: host, port, database, username,
and password. On the other hand, the database server has a user account configured
with access privileges only to the database and the application’s own collections. To
carry out the experiment, a temperature sensor was simulated with an application
developed in Python. The application runs continuously on the client, sending data
every 0.5s. The devices are too small to store a blockchain. It is important to note
that one of the main characteristics of blockchain is decentralization. In this sense,
itis decided to have, initially, two servers dedicated to store blockchain information
in a decentralized way.

The literature suggests that the amount of data generated will grow considerably
over time, and therefore, in a short time there will be numerous blocks in the
blockchain and the storage in the file system will quickly become saturated. This
is where it is important to develop an algorithm that allows managing initial states
over time, in order to optimize storage space.

3.2 Initial States Algorithm

In our algorithm, we adopt the Initial Entries accounting concept. According to [17],
an opening entry or initial states is a journal entry to preserve the balances of various
assets, liabilities, and equity that appear on the balance sheet from the previous
accounting period. Figure 3 depicts the operation of the initial states algorithm
proposed.

The algorithm’s logic works in three steps. First, transactions arrive and are
recorded into a block. Second, it is registered in a new chain. Third, calculate
available storage space, and validate thresholds to make a decision to truncate
the chain, calculate hashes, and link new “genesis block” pointing to the previous
historic blockchain to be available for queries, and do not lose information. The
detailed algorithm is explained as follows:

— Start. Transactions are recorded in the blocks of the chain. IIoT devices sense
their environment and send the information to the data server. The server runs
an application developed in Python. The app receives data from the IIoT device.
The data is recorded in a text file on the server to be evaluated.

— Registration of the new chain block.

— Calculation of available storage space on the server(SCL). The server has a
secondary storage unit, of limited capacity. Blockchain appends fixed-size blocks
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Fig. 3 Blockchain initial states algorithm

with the ITIoT data(BS). The algorithm takes both parameters for comparison and
decision-making.

e Initial or opening statements are a concept coined in accounting. In the case of
the present algorithm, it has the function of generating an “exercise” closure
and generating a new one, called the initial or opening state. The closure
is executed based on the dimension of the blockchain with respect to the
available storage capacity of the server. The algorithm will be constantly
reviewing the growth of the blockchain and its relationship with the available
space. Once the indicated value is reached, the algorithm will obtain the
HASH of the last block. Subsequently, a “swap” file is generated where the
HASH of the last block is stored with the HASH of the next block generated,
to maintain the continuity of the chain. Finally, the “closing blockchain
exercise” is packaged and compressed to be sent to a repository, cleaning the
file system of the servers.

e If the remaining storage space is enough to store an additional block, it is
added.

e If the storage space is not enough,

% Calculate the hash of the last block. A hash key is calculated to allow for
the continuity of the blockchain once it is stored in the repository.

# Blockchain is compressed, packaged, and stored in the repository. The
blockchain compressed package is pushed to the repository. In this way,
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space is freed in the storage unit, so that the unit does not become saturated
and avoids the risk of system collapse.

* A file is generated with the hash key of the last block (HSF). A new
blockchain is started with its first block pointing to the hash previously
stored in HSF.

Once this algorithm finishes, the new chain is available for new queries or ready
to receive new transactions.

4 Results

For the performance evaluation and validation of the proposed algorithm, a virtu-
alized small blockchain network has been created. This experiment was carried out
on a GNU/Linux Fedora 35 machine, with an 8 x 11th generation Intel® Core™
17-1165G7 processor at 2.80 GHz and 7.6 GiB of RAM. Three Raspberry Pi virtual
terminals are executed on this physical equipment, as IIoT devices and two Ubuntu
20.04 virtual servers, for blockchain storage, connected to a network, using the
TCP/TP protocol. IIoT devices run a client application that generates data based on
processor temperature and random number generation. One of the servers receives
the information and stores it in a MongoDB database.

Figure 4 shows the amount of data generation with a frequency of 0.5s, with
one device, then with two and finally with three IloT devices. Throughout the
experimentation period, it is observed that the data is generated, received, and stored
without loss or latency.
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Fig. 4 Storage occupation
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At this stage of development, blockchain compression was done manually using
the .tar.gz format. Figure 5 shows that the directory occupies 3.1M of disk storage,
while the generated compressed file occupies 124K, that is, 4.51% of the total space.

Data generation is done with a frequency of 0.1s, from five virtualized IloT
terminals. Throughout the experimentation period, it is observed that the data is
generated, received, and stored without loss or latency. Figure 6 shows initial state
of the database, before system boot.
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Figure 7 shows the initial state of the directory where the blockchain structure is
stored.

In a period of 5 min, 770 files were generated for the blockchain on the server,
each containing 10 transactions. Figure 8 shows the used command to get the
number of generated files.

Figure 9 shows the total occupancy.

The database in MongoDB, reached the following values, as seen in Fig. 10

At this stage of development, compression of the blockchain directory was done
manually using the .tar.gz format. The directory occupies 3.1M of storage in disk,
while the generated compressed file occupies 124K, that is, 4.51 of the total space,
as shown in Fig. 11.

The experiment was repeated in 10 min, giving the following results

Figure 12 shows the difference between the regular storage for blockchain and,
on the other hand, the storage required for the compressed blockchain structure.

Fig. 7 Directory initial state [alfonso@michelle data]$ du -sh blockchain/
) blockchain/
[alfonso@michelle data]s |}

Fig. 8 Generated files

Fig. 9 Used space for alf helle data]$ du -sh block
blockchain into file system

Fig. 10 Database size at the > db.stats()
start of the process {

"db" : "iiot_db",

"collections" : 1,

"views" : 0,

"objects" : 7229,
"avgObjSize" : 158,
"dataSize" : 1142182,
"storageSize" : 401408,
"indexes" : 1,

"indexSize" : 258048,
"totalSize" : 659456,
"scaleFactor" : 1,
"fsUsedSize" : 171877691392,
"fsTotalSize" : 510405902336,
"ok" : 1
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3.1M blockchain
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Fig. 12 Database size at the > db.stats()
end of the process {
“db!* = "ijot db,
"collections" : 1,
"views" : 0,
"objects" : 14233,
"avgObjSize" : 158,
"dataSize" : 2248814,
"storageSize" : 790528,
"indexes" : 1,
"indexSize" : 495616,
"totalSize" : 1286144,
"scaleFactor" : 1,
"fsUsedSize" : 17077081292
"fsTotalSize" : 5104059023
Yok )

8
3

6:

5 Conclusions and Future Work

The experiment, with the indicated materials, characteristics, and configurations,
showed that, once compressed, the blockchain package occupies only 4.51% of the
original space; this means that the application of the algorithm could effectively
solve the storage problems. On the other hand, data generation and storage did not
present any problem. It will proceed to increase both the amount of execution time
and the frequency of the data, to look for a point where the service collapses. Future
work is to determine what the optimal storage value is and what the optimal size
of the blockchain is, so that the algorithm can decide when to generate the initial
inputs, pack the original chain, and generate a new chain.
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